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1 GENERAL INFORMATION

1.1 Introduction

This solicitation is a Broad Agency Announcement (BAA) issued under the provisions of
paragraph 6.102(d)(2) of the Federal Acquisition Regulation (FAR) to provide for the
competitive selection of research proposals. A formal Request for Proposal (RFP) will not
be issued. The Department of Homeland Security (DHS) Science & Technology (S&T)
Directorate is soliciting white papers which will be evaluated in accordance with this BAA.
From the submitted and evaluated white papers, participants may be invited to submit full
proposals under this BAA. Contracts based on responses to this BAA are considered to be
the result of full and open competition and in full compliance with the provisions of Public
Law (PL) 98-369, “The Competition in Contracting Act of 1984.” Awards under this BAA
are planned in Fiscal Year (FY) 2013. Currently no funds are committed for any contract
awards that may be selected pursuant to this BAA. No contract awards will be made until
appropriated funds are available from which payment for contract purposes can be made.

1.2 Agency Name
Department of Homeland Security
Science & Technology Directorate
Explosives Division
Washington, DC

1.3 Research Opportunity Title

Advanced X-ray Material Discrimination
1.4 Program Name

Checked Baggage and Checkpoint

1.5 Research Opportunity Number
BAA 13-05

1.6 Solicitation and Response Approach

The Department of Homeland Security Science & Technology Directorate (DHS S&T) will
not issue paper copies of this announcement. DHS S&T reserves the right to select for
award and fund all, some, or none of the submissions received in response to this
solicitation. No funding for direct reimbursement of white paper or proposal development
costs will be allowed. White Papers, Full Proposals or any other material submitted in
response to this BAA will not be returned. However, DHS S&T will adhere to FAR policy
on handling source selection information and proprietary proposals in accordance with any
and all markings on the proposal. It is the policy of DHS S&T to treat all proposals as
sensitive competitive information and to disclose their contents only for the purposes of
evaluation. All submissions should be unclassified. Documents containing sensitive
information that are not suitable for uncontrolled public dissemination should be marked



“For Official Use Only” (FOUO). When transmitted electronically, FOUO proposals
should be sent with password protection.

Award type is anticipated to be in the form of a Cost Reimbursement type contract or other
transaction agreement, if authorized at time of award. In the event an Offeror or
subcontractor is an FFRDC, Department of Energy National Laboratory, or other Federally
funded entity, DHS S&T will work with the appropriate sponsoring agency to issue an
interagency agreement pursuant to the Economy Act (31 U.S.C. 1531) or other appropriate
authority.

A two-step proposal selection process will be used for this solicitation to minimize the cost
and effort for prospective offerors. Step 1 will consist of the solicitation, receipt, and
evaluation of White Papers using a standardized DHS S&T Explosives Division “Project
Proposal Form” template from offerors (see Appendix ). Entries in the various sections of
the Project Proposal Forms (and White Paper) should be concise and conform to the
specified formatting limitations. No formal transmittal letter is required for the Step 1,
White Paper submission.

An evaluation process will be conducted by DHS S&T and the Step 1 White Paper
selectees will be encouraged to participate in Step 2, which will consist of the solicitation,
receipt, and evaluation of a Full Proposal. The Full Proposals will be page limited
depending upon the Task Area as noted in section 4.4. The page count limit excludes the
proposer’s Formal Transmittal Letter, Cover Page and Table of Contents. The page limit
exclusion also applies to resumes/biographical information, Teaming Agreements, Letters
of Intent (LOI) and Memorandum of Agreement (MOA)/Memorandum of Understanding
(MOU) and Assertion of Data Rights if and only if the main proposal write-up (within the
page limitation) makes reference to the respective aforementioned items by referring to the
appropriate appendix section containing the items.

1.7 Response Dates

White Paper Proposals Due: See Anticipated Schedule of Events in paragraph 4.6
Full Proposals Due: See Anticipated Schedule of Events in paragraph 4.6.

1.8 Research Opportunity Description

1.8.1 Background

The Homeland Security Act of 2002 (Public Law 107-296) states that DHS S&T will
“support basic and applied homeland security research to promote revolutionary changes in
technologies; advance the development, testing and evaluation, and deployment of critical
homeland security technologies; and accelerate the prototyping and deployment of
technologies that would address homeland security vulnerabilities.™

16 U.S.C. § 187(b)(3)(A-C)



The DHS S&T Checked Baggage and Check Point Programs invest in the development and
maturation of advanced screening technologies that demonstrate a potential to deliver
solutions that address TSA’s capability gaps for screening checked baggage and personal
carry-on items. Specifically, the programs pursue technologies that:

e Significantly improve the capability to detect current and emerging improvised
explosive threats

e Demonstrate the potential to deliver improved probability of detection (Pdet) and
reduced probability of false alarm (Pfa) for an expanded improvised explosive
library of threats, improve system reliability, and provide higher screening
throughput with 0.5 m/sec as a goal.

e Reduce both procurement and lifecycle costs and require minimal modification of
existing TSA Concept of Operations (CONOPS) for deployment

TSA'’s system requirements along with their cost and operational models must be met as
new technologies are developed. TSA has a Mission Needs Statement (MNS), Operational
Requirements Document (ORD) and Functional Requirements Documents (FRD) for EDS?
and AT? systems that will guide and frame the technology development on this BAA in
order to successfully transition technology developed on a future system development
acquisition and BAA. Access to the TSA documents will not be required by Performers
on this BAA; DHS S&T will provide the technical direction on key technologies and needs
to the Performers.

1.8.2 The Problem

The emergence of improvised explosive threats and their use by terrorists has placed many
challenges on the aviation security screening layers. EDS and AT X-ray equipment have
been presented with considerable challenges in developing a broad detection capability for
improvised explosive threats during security screening of checked bags and carry-on items.

Technologies are needed that increase the measurement or mathematical discrimination
between improvised explosive threats and stream-of-commerce clutter in checked baggage
and carry-on items.  Conventional EDS utilizes two basic discriminating signatures:
effective atomic number and density of screened objects. R&D is needed to identify
additional discriminating signatures between improvised explosive threats and stream-of-
commerce clutter to improve detection capability with reduced false alarm rates.

2 EDS: Explosive Detection System; TSA term for equipment used in Checked Baggage Screening utilizing
X-rays and employing 3-D Computed Tomography. http://www.tsa.gov/about-tsa/security-technologies#eds
® AT: Advanced Technology; TSA term for equipment used in the Checkpoint employing X-rays to screen
carry-on items and typically has only a few views unlike EDS that has many views representing the objects
scanned. For more detail on the TSA Passenger Screening Program, see
http://www.dhs.gov/xlibrary/assets/recovery/tsa _recovery passenger screening_program.pdf




1.8.3 BAA Overview

This BAA will advance aviation security and improvised explosive threat detection by
providing enabling technology for subsequent incorporation into EDS and AT screening
equipment by future development acquisitions as illustrated in Figure 1.

The primary technical focus is significantly enhancing capabilities for improvised
explosive threat detection by reducing false alarm rates on multiple improvised explosive
threat classes with improved probability of detection, while increasing screening
throughput, supporting TSA's risk-based screening, and reducing equipment life-cycle
costs.

This BAA seeks new system solutions employing revolutionary technologies capable of
offering significant enhancement to the overall detection capability metrics. Minor or
incremental improvements are not of interest for this BAA. Transition periods of 4-5 years
are anticipated; however S&T has interest in technologies that may offer nearer term
retrofit capability into the deployed EDS and AT platforms.

Achieving revolutionary enhancements in improvised explosive threat detection requires
new techniques for distinguishing the stream-of-commerce bag clutter from improvised
explosive threats.

Towards these goals, this BAA solicits responses to the following five task areas:

1) Task Area 1: X-ray Test Bed Prototypes

2) Task Area 2: Supporting Analytical Tasks

3) Task Area 3: Test and Evaluation Support

4) Task Area 4: Architectural Components

5) Task Area 5: X-Ray System Architectural Design Concepts

A specialized X-ray test bed employing new signature measurement techniques will be
utilized to perform improvised explosive threat and clutter characterization. Additional
characterization of stream-of-commerce clutter will occur from data collection at airports.
The measured data, supplemented with airport-collected, stream-of-commerce data will be
provided to multiple teams performing system architecture design, information theory
analysis and algorithm development. Vendors’ EDS and AT equipment will also be used
for signature data collection and evaluation on broad improvised explosive threat classes to
thoroughly assess areas for improvement and provide insights to guide all task areas.

DHS S&T expects to make multiple awards for each Task Area (Task Areas 1-5) under this
BAA.



Figure 1, Technology Development Strategy and Relationship to Planned System Development BAA for Transition
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The R&D results will drive system innovation leading to a new generation of equipment
capability and also the potential for retrofitting enhancements into deployed systems.

The task areas will be described in more detail below. This BAA will enable the DHS
enterprise to move forward on acquiring more optimized EDS/AT solutions in terms of
detection performance, throughput, size, weight, power, reliability, maintainability,
procurement costs and lifecycle costs.

A single R&D organization or equipment manufacturer has not yet demonstrated the
requisite knowledge, skills, experience, and manufacturing capability to successfully
undertake the required technical and equipment objectives and advances of this BAA.
Therefore, DHS S&T anticipates that successful responses to this BAA will include
collaboration of many, multi-disciplinary research and development teams to achieve the
desired end goals for S&T and TSA.

The Government anticipates that candidate team members may consist of, but are not
limited to, TSA equipment manufacturers, DHS S&T sponsored-research university and
industry teams, synergistic DARPA sponsored research performers, medical sector
researchers and suppliers, and other third party innovators of algorithms and component
manufacturers in the supply chain.

Strong multi-disciplinary teams will provide the needed fundamental and applied research
results to define technologies and architectures that are transitionable by equipment
manufacturers to TSA to be deployed in aviation security. Successful products from this
program are also expected to find utility in a range of other Federal markets, including
Federal Protective Services, the U.S. Secret Service and Customs and Border Protection.

1.8.4 Technical Areas of Interest

Central to this BAA are tasks to develop new discriminating X-ray signature approaches in
robust test bed prototypes along with characterizing stream-of-commerce clutter (baggage)
data collected at airports. The new improvised explosive threat signature techniques and
characterized stream-of-commerce clutter will enable researchers from multi-disciplinary
fields including mathematics, X-ray physics, explosive materials and chemistry,
information science, and equipment developers to lay out a technical framework for
significantly enhanced EDS and AT systems.

Furthermore this BAA seeks to evaluate and leverage synergistic emerging technology
from other agency R&D initiatives, for example the DARPA KECoM* program, as
applicable in order to reach BAA program goals and metrics.

* KECoM: Knowledge Enhanced Compressive Measurement; BAA is available here:
https://www.fbo.gov/?s=opportunity&mode=form&id=02a0f656dab936171f23d7cbcbef6a22&tab=core& cv
iew=0




1.8.4.1 Key Technologies

Some key technical areas of interest that may assist in improving the overall detection
capability are discussed below. They are at various technology readiness levels (TRLs")
and relate to all tasks in the BAA SOW. Offerors should consider the key technologies and
their relevance to proposed work for the Task Areas; relevance should be reflected in the
proposer’s solutions and corresponding SOW. Key technologies are:

a)

b)

Signatures. The goal of obtaining chemical identification from X-ray
measurements is of paramount importance. As an example, DHS S&T has high
interest in problems related, but not limited to, enhanced discrimination for:

1. Objects with density near “1” in traditional CT measurement space®,

which includes many commercial and organic materials

2. Liquids and powders
Thin objects with large aspect ratios, e.g. thin material sheets
4. Threats and clutter via chemically-specific identification to reduce false

alarms

w

DHS sponsored research results indicate X-ray diffraction spectra provide
additional chemical identification discriminators. Other research has shown that
coded-apertures may assist the discrimination, as well as techniques that provide
object phase measurements. Highly accurate phase measurements may also
enhance object segmentation accuracy and therefore enable improved
disambiguation and object size estimates.

Sponsored research has demonstrated pencil beam and fan beam coded aperture X-
ray scatter imaging along with compressive X-ray tomography that may apply to
EDS and AT systems.

DHS S&T has interest in the above technologies and other potential discriminators
that may provide significant reduction in the false alarm rate and enhanced threat
detection in terms of reduced false alarm and probability of detection on multiple
improvised explosive threat classes.

Sources and detectors. Conventional X-ray sources providing dual energy have
entered the EDS equipment market. Research has been sponsored by DHS S&T
and industry for new X-ray sources and detectors. Some examples are carbon
nano-tube, E-beam and optically driven X-ray sources. Various types of detectors
are available including energy integrating and energy discriminating or photon
counting. Architecture questions remain such as the required quantity, mix of types
and performance levels for EDS and AT architectures. Other devices utilized in the
optical path or in signal acquisition that has a high impact on discrimination may
also be of interest, for example low noise detectors.

® See Appendix A for TRL definitions
® Traditional CT measurement space near one similar to water or hydrogen peroxide
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c) Architectures. High-impact approaches that may be suitable for retrofit into
existing EDS or AT baselines as well as game-changing de-novo architectures.

Compressive measurement has been validated in several modalities with
transitioned products and the fundamental mathematical theory applies across the
electromagnetic spectrum. DHS S&T has ongoing sponsored research in
compressive measurement and signature enhancement for X-ray systems to provide
insight into trade-space questions such as the required numbers of sources, optical
path(s), coded apertures, detector types and exposures to provide enhanced
detection, classification including image quality for On-Screen Alarm Resolution
Protocol (OSARP) given an aperture size (tunnel) and throughput speed.

Tasks on this BAA will serve to further investigate alternative architectures to
obtain additional signatures by exploiting low angle coherent scattering and high
angle Compton scattering simultaneously.

New architectures may benefit from consideration of novel use of sources, detectors
and coded apertures utilized in an adaptive compressive measurement scheme that
jointly addresses the acquisition of data or conditioning the electromagnetic field
along with the desired post processing objectives. In general, initial experimental
results are promising and indicate:

1. Signature separation and acquiring 3-D spatial information from a single

snapshot exposure is possible

2. Less acquisition hardware (sources and detectors) may be needed to obtain
the required image resolution

3. The acquisition process may be faster than in current systems

Chemical specificity may be improved

5. Compressive measurement may provide a path for reduced cost EDS and
enhanced AT (while maintaining or improving image quality and detection
specificity)

e

Given the significant performance/cost difference in EDS and checkpoint AT
systems, it may be useful to explore a trade space of compressive measurement and
coded apertures for EDS and AT, e.g. a more capable AT with a somewhat
increased cost and/or a reduced cost EDS.

Compressive measurement may provide better image resolution with a shorter
signal acquisition time and specificity may be improved with incoherent and
coherent scatter information obtained by coded apertures, unique placement of
energy sensing detectors and possibly phase signatures. The techniques may enable
a convergence of EDS/AT platform architectures or common building blocks of
components or modules. Scalable or modular platforms with some common
modules benefit from economies of scale and may reduce lifecycle costs enabling
market expansion in U.S and overseas security markets.

11



d) Algorithms. Algorithms have been developed by multiple industries such as
medical, DoD, and DHS TSA-S&T for aviation security that may contribute to the
goals of this BAA. DARPA has sponsored significant research in algorithmic areas
indicating that task specific priors’ may enhance detection performance. Given the
large data sets from scanned checked baggage, various “big data” approaches
obtaining computationally simple descriptions from complex data sets® may have
merit for providing visualization techniques and classification improvement. Other
algorithmic work along the lines of robust principal components analysis (PCA) and
geometric multi-scale, learned dictionaries may provide avenues for better
discrimination. The iterative reconstruction technique has shown promising results
in reducing artifacts. The DHS S&T is interested in emerging and new algorithmic
techniques that can be combined with new signatures measurement techniques to
significantly enhance the state-of-the-art in delivered detection capability (defined
as reduced Pfa with improved Pdet and while maintaining or improving
throughput).

e) Information theoretic measurement framework, informed measurement.
Generation of an information theoretic measurement framework is a central theme
in this BAA in order to establish scientific rationale for cohesive research directions
and priorities across task areas by establishing fundamental limits of performance
and metrics for achievable goals in deployed systems retrofits and future de-novo
architectures. The DHS enterprise will use the results and analysis to drive strategy,
investment and priorities for aviation security technology for equipment
development and test article development. Some technical references are provided
in Appendix C.

X-ray scanning systems acquire (sample) the electromagnetic spectrum in order to
obtain information about “objects” in the field-of-view (FOV). The threat detection
and classification occurs as a post-data capture, processing activity, e.g. the
electromagnetic field information impinges upon detectors that measure or sample
converting analog information to digital data and subsequently algorithmic
processing takes place to determine threats.

Compressive measurement mathematics and demonstrated applications suggest
joint optimization of sensing or measurement and processing, e.g. jointly designing
the electromagnetic sampling strategy with the signal detection/classification
processing objectives, may provide significant system performance advantages.

" Priors: From the DARPA KECoM program, priors may be viewed from a perspective (a) signal classes, (b)
task requirements, and (c) adaptation and their incorporation into the measurement process. See Appendix B.
8 Singh et al. Topological methods for the analysis of high dimensional data sets and 3D object recognition.
Eurographics Symposium on Point-Based Graphics. Prague — September 2007.

12



The field of compressive measurement® has shown that natural systems generally
may be sampled at reduced rates (less than Nyquist), capturing essential
information with minimal error in reconstruction, classification and detection. For
example, some experiments have shown a MSE™ of reduction of only 3 percent
with only using 1/10™ of the original data.

Additionally, other research has shown adapting the measurement while the
measurement process is ongoing (sampling of the electromagnetic spectrum) may
reduce the total time required to acquire the information and also may improve the
signal-to-noise ratio of the desired measurement.** Numerous approaches are under
investigation by university and industry researchers, for example by performers on
the KECoM program, to make informed measurement under various metrics and
maximize mutual information from sampling processes for detection and
classification.

The research suggests significant enhancements may be possible for X-ray
screening systems. When viewing a checked bag screening system from an
information theoretic perspective, numerous questions may be considered that may
have significant benefit to equipment architecture and operational use.

A goal of this BAA is to define innovative measurement system architectures that
jointly optimize the physical measurement system and mathematical processing
framework to provide a unified or jointly designed acquisition, processing,
detection, classification and reconstruction architecture or measurement system.

A measurement system proposed in response to this BAA should consider the
emerging KECoM program developed technology including real-time, adaptive
measurement and prior information that may optimize the joint measurement
strategy based on specific tasking and also TSA’s risk-based screening strategy.
Joint measurement strategies including decision analytics residing in multiple
sensors of differing modalities are also of interest.

Research and development performed on this BAA should answer the fundamental
questions that follow:

1) Given the threat and clutter space, constrained by aperture size (equipment
tunnel size) and required throughput, what is the number of unique or
orthogonal signatures required to provide a significant enhancement of the
ROC curves while maintaining or improving throughput?

® See, for example: Baraniuk, Candes, Nowak and Vetterli “Compressive Sampling” IEEE Signal Processing
Magazine, vol. 25, Issue 2 pp 12-13, March 2008. And Donoho “Compressed Sensing” IEEE Transactions
on Information Theory vol. 52, No. 4, pp 1289-1306, Apr. 2006.

O MSE: Mean Square Error

1 See Gehm et al. "Adaptive feature specific spectroscopy for rapid chemical identification," Opt. Express
19, 4595-4610 (2011)”

13



2) How much information (views or scans) is required for adequate
reconstruction of objects and to provide adequate object segmentation and
ultimately automatic detection and classification? Are conventional data
processing approaches optimal?

3) Is it possible to provide feature specific detection and classification at
enhanced Pdet and Pfa without image reconstruction and only employ object
image reconstruction as an operator aid for spatial location in alarm
resolution?

4) What are optimal or near optimal information measurements from a physical
and mathematical implementation and how can prior information influence
the actual measurement process adaptively in real-time?

5) With TSA’s move to risk-based screening, can dynamically adaptive sensors
and measurement processes provide operational benefit? What are the risk-
based decision policies and can data be provided to inform TSA decision
policies? Can other information external to the specific sensor be provided
a priori to inform the measurement and detection process for improved Pdet,
Pfa (such as passenger information or biometrics)? What are key priors,
either external dynamic, external static information that may assist in
enhanced Pdet, Pfa and/or improved screening throughput?

6) Research has progressed with active learning supporting enhanced
classification in multiple applications. Can the body of research be applied
to aviation security screening systems and does active learning have merit
for X-ray systems given the volume of stream-of-commerce data? If so,
what is the improvement and how is “system qualification or certification
maintained” if active learning is employed?

7) Can other modalities and fusion be employed and effectively integrated into
EDS or AT platforms at affordable cost to significantly enhance detection?
If so, how are additional modalities incorporated into joint optimization of
sensing?

8) Threat detection algorithms often focus on characterizing the threat with less
research emphasis on clutter characterization and its reduction or removal.
Is it possible to inform the measurement process of clutter objects (in situ or
from a prior library) and subsequently improve the measurement process in
real-time, hence reducing the clutter impact during classification processes
to achieve improved Pdet, Pfa? Can clutter knowledge or characteristics be
used as a prior and affect the measurement process or conditioning of the
electromagnetic field to achieve a detection/false alarm benefit?

f) Test article development. Test articles to support this BAA and future DHS S&T
DT&E need to be developed to ensure that the technologies being developed by this
BAA can be adequately evaluated especially for the new signature measurement
technology as described in this BAA. The test articles need to offer configurable,
scalable approaches so that users are able to easily change the test items from
simple, low clutter tests to the complexity of full stream-of-commerce articles.

Test article concepts and development should also support future EDS and AT vendor
algorithm development and refinement at the contractor's facility in preparation for the
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traditional CRT*? testing. The motivation is a reduction of time and cost to deploy new
capabilities to the DHS enterprise and the nation's airports. Typically CRT and
certification testing require significant resource investment and time by vendors and DHS
to achieve deployment-ready equipment. Methods and technologies enabling a reduced
time and cost of equipment certification while maintaining high-quality test and evaluation
standards is a goal of this BAA.

A top-level progression of planned phases, metrics and test environments are shown in
Table 1. Given the state of the emerging technology, proposers are encouraged to develop
and offer additional and refined metrics during the task execution as informed by
performers’ research and collaboration.

Signature
Metric

Threat List

Complexity

Test

Period 1
Notional example: Show distinguishable
signatures with a 3x (TBD) vector distance

improvement over clutter at a TBD SNR of
(X)13.

Measurement and identification of list in
Appendix D

Simple to moderate clutter and threats,
full-sized articles.

Lab

Period 2
An order of magnitude
improvement in signature
discrimination™

Measurement and identification of
list in Appendix D

High clutter and threat complexity.
Full-sized, GFE test articles.

Lab and complex improvised

explosive threat testing at
Government site.

Environment

Comments

Measure full 3-D data cube with
new signatures. Provide data sets
to other Task Area Performers.

Show mathematical measurement
framework and experimental evidence
to meet metrics. Determine appropriate
mathematical basis set.

Measure full 3-D data cube with new
signatures.

Table 1, Threat Clutter Discrimination Progression

12 CRT: Certification Readiness Testing performed by a Government laboratory typically TSL and a
preceding qualification step in order to enter full certification test and evaluation.

3 Notional example shown in Table 1. Detailed signature metrics shall be developed as part of mathematical
measurement framework and subject to Government approval at formal design reviews under this BAA.

% An order of magnitude improvement in signature discrimination from traditional effective atomic # and
density measurements for selected threats, Appendix D.
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1.8.4.2 DARPA KECoM Program Technology

The following narrative excerpts from the KECoM BAA introduce relevant technology to
this BAA. X-ray scanner measurements are central to the detection capabilities desired in
by TSA and DHS S&T. In general, because the capabilities of any sensor (e.g., sensitivity,
resolution, dynamic range, etc.) are directly related to the deployed measurement
resources/cost (e.g., size, weight, power, etc.), traditional sensor systems experience a
tradeoff among competing performance capabilities resulting in an information bottleneck.
The goal of the KECoM program is to pursue a novel unified mathematical formalism that
will change the nature of measurement and thereby alleviate the measurement information
bottleneck’®. The KECoM program seeks to revolutionize the measurement process and
thereby drastically improve the quantity and quality of acquired information while
simultaneously reducing the cost of deployed measurement resources.

Compressive measurement focuses on making relatively few information-rich
measurements, rather than many information-poor measurements; exploiting the prior
knowledge that natural signals (e.g., images, chemical spectra, etc.) are nearly always
sparse/compressible in some domain (e.g., wavelets, principal components, etc.). The
KECoM technology will amplify the benefits of compressive measurement by
incorporating into the measurement process additional prior knowledge concerning (a)
signal classes, (b) task requirements, and (c) adaptation. Incorporation of signal priors can
be used to ensure that measurements do not waste resources measuring something that we
already know; whereas, the inclusion of task priors facilitates extraction of only that
information most important to the exploitation task. Adaptation promotes an increasingly
efficient measurement process, incorporating knowledge from earlier experience or
measurement.

The KECoM program kick-off was in January 2011 and is a three year program. The

KECoM BAA (DARPA-BAA-10-38) is referenced in Appendix B and
https://www.fbo.gov/index?s=opportunity&mode=form&id=02a0f656dab936171f23d7cbcbef6a22&tab=core
& cview=0.

> From DARPA KECoM goals
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1.8.5 Statement of Work

The following Statement of Work (SOW) sets forth the requirements to accomplish a
variety of specific activities related to enhancing X-ray detection of improvised explosive
threats applicable to the DHS S&T Checked Baggage and next Generation Passenger
Checkpoint programs. The identified requirements presented herein have a direct impact
on meeting the requirements outlined in the Aviation and Transportation Security Act of
2001, Public Law 107-71. This project will develop enabling threat detection technology
for subsequent incorporation into aviation security EDS and AT screening equipment
through a planned follow-on system development program and targeted BAA.

In order to develop significantly enhanced improvised explosive threat detection solutions,
the clutter from stream-of-commerce bags and improvised explosive threats must be jointly
measured and characterized from new discriminating signature and information theory
advances. Architectures and algorithms informed by such measurements and recent
information theory innovation hold promise for new generations of equipment and the
potential to retrofit deployed systems. EDS and AT equipment and specialized X-ray test
bed(s) will be utilized to perform the necessary measurements and the measured signature
data will be provided to performers and organizations selected by DHS S&T in support of
this BAA.

To achieve the goals, the project will be composed of five major Task Areas:

1. X-ray Test Bed Prototypes.  Specialized test bed prototypes incorporating new
signature measurement techniques will be used to characterize stream-of-commerce
clutter and improvised explosive threats. Data collected from the test bed prototype(s)
will inform information theory analysis, algorithm development, and architecture
development tasks.

2. Supporting Analytical Tasks. These tasks will advance information theoretic analysis
of signature and clutter data to define fundamental limits and determine measurement
strategies, analyze stream-of-commerce bag data sets from EDS/AT X-ray equipment,
develop and test classification algorithms on the collected data sets, provide automated
decision aid algorithms for TSA screening operations, and apply adaptive, compressive
measurement techniques. This task will also include data collection and provide
software algorithm tool kits to assist transition for TSA deployment.

3. Test & Evaluation Support. Specialized test articles/bags will be developed to support
the test bed prototype and traditional EDS/AT equipment data collection and algorithm
classification tests. Detection standard metrics will be established and measured on the
prototype test beds and algorithms to validate the required enhancement goals using test
articles.

EDS and AT equipment from vendors will also be used for data collection to
thoroughly assess technical detection challenges and provide insights to guide
architecture concepts and algorithm development. EDS and AT equipment vendors
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will also analyze the CRT process and offer recommendations that may reduce time and
cost for deployment, while also enhancing the ability to deliver high-quality, system
baseline improvements in response to new improvised explosive threats.

4. Architectural Components. Hardware component technology will be developed, such
as sources and detectors that will be used to support test bed prototypes and future
architecture development. This task will serve to identify key new components and
also provide a head-start on potential “long-lead” items for the future system
development solicitation.

5. X-Ray System Architectural Design Concepts. This task area will lay the foundation
for future system architectures by collaborating with other BAA performers, analyzing
and incorporating the technology and results from other BAA tasks supported by trade-
off studies and limited experimental prototyping.

Next generation X-ray system architecture concepts will be developed meeting the
stated goals and focus of this BAA to provide a viable, TSA certifiable equipment
design(s). The results will be presented at a Preliminary Design Review at the end of
the period of performance.

A notional summary-level task area workflow and schedule is shown in Figures 2a and 2b.
Task descriptions follow for the 5 task areas. Note that in order to avoid potential conflicts
of interest, a proposer on the Test & Evaluation Support task area 3, task 3.2, Test Articles,

will not be permitted to propose or participate on other tasks and proposers on other tasks
may not propose or participate in task area 3, task 3.2, Test Articles.
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Figure 2a, BAA Task Area Workflow and Schedule Overview
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Figure 2b, Schedule Overview

Summary Schedule BAA 13-05 (24 months)

Item at Q2 a3 Q4 Qs a6 a7 Q8
GFE for Task Areas: g ;
GFE: available for prototype experiments?
X-ray test bed prototype , 1 AV data collection at TAFB! - " PR -
GFE (CAXlorother) "7 777 I eA T TTTTT T TTTTTT I """""""""""""""""""""
arl GFl for Task Areas: From X-ray Test Bed Prototype
Signature data, airport stream-of- (from EDS & AT platforms) (with new signature measurement technology)
commercebags @0 ——------ 2 ' i )
[ TaskArea 1: X-ray Test Bed Prototype build, test (option)
Prototypes PORA  CORA [ . Y
Task Area 2: Supporting
Analytical Tasks
Information Theoretic Analysis /) SCR POR A CDR SMR SMR
Classification on Data Sets Aror CORA\ [} - - -9assiction wivendors. _ | SMR
Automated Decision Aids AsR por A coRf  [J---- ety PAswr
Priors Library ScR A POR A\ CORQAT} -~ === === SMR
X-ray Monte Carlo System Model imodel development. w/vendors
yM y APOrR  CORA | i 7] SMR
paal] TaskArea 3: T&E Support
Test : SMR+DR  1est . ! Option: prototype experiments® , gp1g
EDS/AT Assessment e, _ Window2 | SMR R | A
TestArticles SCR A Apaa CDRA- “_ul 0 TBE dekvar --=-=---f
Task Area 4: Architectural Generation 1 SMR
Components build, T&E, delivery
Sources & Detectors Near COTs A plan® A PDR ACOR [} > build, T&E, delivery
Non-COTs A plan® PDRA CORME == ~===- >
Task Area 5: X-ray System Option: prototype experiments? & SMR
- 1 l—-l
Architectural Design Concepts Interim Tech Analysis Report* S'I”:jdel . | e
udy
A SCR PDR1 A Final Trade Study,
Ref: Industry Days A A A AI

Notes:

1) TAFB: Tyndall Air Force Base. 2) GFE test bed available for prototyping experiments. Offers should
propose work as option in proposer’s SOW & Cost proposal submission. 3) Draft commercialization plan.
4) Interim Technical Analysis Report (assessment/recommendations on Tasks 1-4)

SMR: Signature Metrics Review



All tasks will have various types of formal reviews, ranging from System Concept Reviews
(SCRs) to Preliminary Design Reviews (PDRs), Critical Design Reviews (CDRs) and
Signature Metric and Test Reviews depending on specific BAA SOW task requirements.
The following table frames the work performed and reviews should address the items
enumerated and expand as appropriate.

Table 2, Key Review Items Addressing Signature Techniques Viability

Activity and/or Parameter

Validate unique signatures, a) Goal: reduction of Pfa to less than 10% for current Pdet standard

orthogonal information & data b) Produce discrimination data on targets of interest, compare to
traditional CT measurement for same threat or clutter. Use multiple
signature data sources (GFl and data collected on this BAA) and
relate to internal signature measurements. Demonstrate detection
capability (Pdet, Pfa) and ROC curves.

Characterization of macro c) Develop measurement data on target critical properties including
threat properties critical diameter, max and minimum target thickness, addressing
thin sheets.

d) Demonstrate effects of targeted material containment.

Characterization of non- e) Demonstrate rejection of clutter
target background f) Include non-target and non-threat materials and artifacts inherent
to measurement approach (e.g. metal objects with conventional CT)

Characterization of threat g) Develop signature information related to variances in target
target variability chemistry and material handling to show new method provides
enhancement in detection capability

Information theoretic h) Define innovative measurement system architectures that jointly

measurement framework, optimize the physical measurement system and mathematical

real-time adaptive processing framework to provide a unified or jointly designed

N SIICI oI acquisition, processing, detection, classification and reconstruction
architecture or measurement system.

i) Generate a mathematical basis set for joint acquisition and

classification. Show real-time, adaptive measurement concept.
Demonstrate the use of priors16 to improve detection capability.
Quantify the benefit.

Develop projected j)  Estimate size, weight, power, throughput, detection capability

performance characteristics (Pdet, Pfa) and ROC curves.

for candidate transitioned k) Provide description of sensors, source, detectors, and other critical

equipment or product elements along with operational constraints, safety issues.

18 In reference to the DARPA KECoM program, a prior or library of priors should be generated from a
perspective (a) signal classes, (b) task requirements, and (c) adaptation and their incorporation into the
measurement and classification process.
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1.8.5.1 Task Area 1: X-ray Test Bed Prototypes

Task 1.1 X-Ray Test Bed Prototype Design, Build and Test

This task will consist of two phases; a design through CDR and, at the option of DHS S&T,
an option to build, test and evaluate the test bed prototype. DHS S&T is considering
alternatives for a test bed prototype and will consider the merits of any proposed solution
with current state-of-the-art and upon review of progress and proposed capabilities at the
CDR, may choose to not exercise the build and test phase.

Task 1.1.1  Test Bed Prototype Design

Base Period: Months 1-7

A Test Bed Prototype incorporating new signature measurement techniques will be
designed by the Performer. At the Government’s option the Performer will build, test and
integrate the test bed prototype in the Performer’s facility and with a subsequent option, the
Performer will support testing at a Government selected test site.

The signature measurement technology will include X-ray as a primary measurement
technique. A range of non-traditional X-ray alternative technologies may also be
considered with approval by DHS S&T at the system concept review. Alternative
technologies may also be proposed but the commercialization and cost must be considered.
The design of the test bed will consider the enhanced discrimination of improvised
explosive threats and stream-of-commerce clutter as the primary goal. The design shall
include and consider compressive measurement and adaptive compressive measurement as
appropriate and other techniques to provide enhanced discrimination, higher screening
throughput and reduced lifecycle costs.

The test bed prototype is not intended to transition to a product but the measurement
approach must be commercially viable for use in other systems. The test bed prototype
must provide a robust experimental measurement tool to collect signature data, verify
notional architecture elements in the optical path and acquisition channel. Extensive
signature data will be collected and provided to other DHS S&T selected performers. The
experimental data and signature data will be used to inform EDS and AT architectural
development activities along with new detection and classification algorithm development.

The test bed prototype will have the capability to measure and characterize full-sized
stream-of-commerce checked baggage in accordance with relevant TSA standards for EDS.
The test bed prototype will be used to collect the equivalent of full 3-D CT data fully
characterizing objects to include clutter and improvised explosive threat materials in the
tunnel.

The test bed will permit other types of measurement with insertion of additional devices in
the optical path as well as multiple source types, multiple detector types and multiple
placements for sources and detectors. For example, the test bed prototype will incorporate
additional signature measurement techniques such as, but not limited to, coded apertures,
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phase measurements and various types of X-ray scatter phenomena (coherent and non-
coherent).

The test bed prototype will incorporate a variety of sources and detectors, varied placement
and types of detectors to assist architectural trade-offs and trade-space analysis to guide
optimized architectures for EDS and AT equipment. The design shall be modular and
support a third party placement of devices in the optical path after the test bed is built.
Mechanical drawings and interface control drawings will be generated to sufficient
accuracy and quality to permit third party design teams to design devices and place devices
in the test bed.

The test bed will have the ability to take measurements on the full-volumetric (geometric)
data cube of the baggage under test and fully characterize stream-of-commerce clutter and
improvised explosive threat materials in a 3-D data cube at a minimum measured isotropic
resolution of 0.5 mm. Alternative resolutions may be considered at PDR subject to
Government approval.

The collected or sampled data will be transferred in raw format from the focal planes and
detectors for off-line data processing. The test bed will interface to an IT system of
sufficient capacity and speed to provide hard disk drive media for distribution of the
collected data. Industry standard interfaces will be used in transferring the data to the IT
system and disk drive to maximize the interoperability and ease of use for the anticipated
users of the collected data.

All pertinent collected meta-data will be appended to the raw data collected from the test
bed to permit, simulated (off-line) re-scan or simulated acquisition off-line. The collected
raw data will be used for a variety of tradeoff and analysis related tasks such as information
theory analysis, algorithm development and system architecture and component analysis.
Additionally the data may be used for more conventional preprocessing, reconstruction,
segmentation and classification.

The Performer will design a test bed prototype in this baseline task. The baseline task will
culminate in a CDR and documentation as noted in the following section. The Performer
will perform various analysis, modeling, simulation, experimental measurements and trade
studies as part of the test bed design activity. The Performer will generate a specification
of the test bed prototype for review at CDR. Based on the specification and state-of-the art
in X-ray measurement systems, the Government may exercise the option to build and test
the prototype.
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Optional Task 1.1.2 Test Bed Prototype Build and Test (Optional task, exercised at
DHS S&T’s discretion)
Optional Task Period: Months 7-13

The Performer will build, test and demonstrate the Test Bed prototype at the Performer’s
lab. Testing will include both non-clutter and clutter measurements. Tests will be
performed based on a written and approved test plan provided by the Performer. A test
plan will be prepared and submitted to DHS S&T Explosives Division prior to conducting
final experimental measurements. The test plan will outline the materials, objects, test
patterns and scenarios to be evaluated (estimated to be about 125 types), along with
measurement equipment, processes and procedures. The testing will progress from simple
signature tests to complex signature testing with stream-of-commerce clutter and explosive
analogs or simulants. The Performer will prepare test articles per the approved Test Plan.
Additionally DHS S&T will provide test articles in test bags per Table 12 (page 53), and a
list of compounds for testing. The list of compounds will be less than 125 items.

This task will culminate with a review of the experimental measurement results and
analysis in a Signature and Performance Metrics Review. The Performer will hold a
Signature and Performance Metrics Review as a critical performance milestone near the
end of the Performer’s lab/facility testing and also at the end of the Government Lab
testing. The first Signature and Performance Metric Review will be held by month 14 (a
proposer may provide an earlier or later date with rationale). The reviews will include
statistical analysis of system performance in terms of specificity of multiple improvised
explosive threat classes (via surrogates), sensitivity and discrimination in terms of Receiver
Operating Characteristic (ROC) curves as well as real-time demonstrations confirming
system metric and discrimination goals. A full-architecture, test bed review, as built and
tested, will also be presented along with suggested future modifications if applicable.

The Performer will provide signature data collection from the test bed per the test plan.
The collected data will be provided to DHS S&T for distribution to DHS S&T selected
third parties.

Formal data collection will begin one month or sooner before the Signature and Metrics
Review. Distribution of the collected data will be via shipping hard disk drive media; two
copies will be shipped to a DHS S&T specified location (assume Washington, DC for the
cost proposal). Electronic data records will accompany the hard drives including metadata
to describe the relevant collection details in order to enable post processing through
reconstruction to occur by third party organizations. The drives with the raw data content
will also include the metadata. As data is collected on the test bed, the Performer will
ensure adequate transfer bandwidths, buffering such that all data from the focal plane
during a bag scan is acquired and stored on the hard drive. The Performer will provide an
interface control document describing the raw data, metadata formats and a CONOP
outlining the use of the collected data in a third-party computer-based application to
facilitate analytical use of the collected data.

24



The Performer will provide adequate archive storage for formal data collection until
acknowledgement by DHS S&T that the shipped disk drive integrity has been verified.
The Performer’s IT system, external to the test bed and including storage system and media
costs, will be segregated in the cost proposal.

This task will determine the feasibility and specifications for a subsequent system
development transition to commercial vendor EDS/AT equipment and TSA. The concept
will be presented at the Final Metrics and Performance review and should correspond to a
Preliminary Design Review (PDR) level for a certifiable platform.

For purposes of proceeding to DT&E, an abbreviated Vendor Data Package will be
prepared that indicates a safety analysis has been performed through testing or analysis,
that the test bed prototype is likely to meet technology-appropriate safety regulations and
not present safety hazard at the Government selected test site.  Examples of such
regulations are: Underwriters Laboratories (UL), Conformité Européne (CE) and
Occupational Safety and Health Administration (OSHA) safety standards and Federal
Communications Commission (FCC) Part 15 for all systems; FCC Part 90 for systems
using RF energy; 21CFR1020.40 for cabinet X-Ray systems; and 29 CFR 1926.54 for
systems using lasers. Actual certification of the test bed is not required.

Optional Task 1.1.3 Second Test Bed Fabrication, Test and Delivery (Optional task,
to be exercised at DHS S&T’s discretion)
Optional Task Period: Months 13-24

Task 1.1.3 efforts include the fabrication, testing, and delivery of a second test bed
prototype (copy) upon passing the Go/No Go metrics review at the Performer’s facility.
The test bed prototype will be placed under configuration management at the beginning of
the option period; no later than 30 days after the beginning of the option period. A system
documentation review will be held with DHS S&T within 30 days of option exercise.

The test bed copy will be fabricated, tested and shipped to a Government specified test
facility. The test site will be chosen by DHS S&T and the supporting T&E work performed
by a test organization. The test organization activities will be covered in a separate
Interagency Agreement (IAA) by DHS S&T. The test site is assumed to be Tyndall AFB,
Panama City, FL, but subject to change at the discretion of the Government.

Signature discrimination performance will be validated with a second set of DHS S&T test
articles and materials at the DHS S&T selected site. The Performer will provide three
months onsite support for test bed unpacking, installation, initial operational checkout and
operational test support. The Performer will pay shipping costs.
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Documentation, demonstrations and reviews
Base Period: Months 1-7 (and Optional Task 1.1.2 and Optional Task 1.1.3)

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format. Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to testing.

The Performer will hold a System Concept Review, PDR, CDR, Interim and Final
Signature and Performance Metrics Review and Demonstration. PDR and CDR guidelines
are in Appendix E and can be tailored based on applicability.

The Signature and Performance Metrics Review and Demonstration is a critical Task
Go/No Go milestone. The review will include statistical analysis of system performance
and molecular signature discrimination as well as real-time demonstrations confirming
overall system sensitivity, signal-to-noise and discrimination goals.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. ~DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.

The Performer will provide the test bed collected signature data to DHS S&T and another
facility for storage and distribution to other third parties that DHS S&T may specify.

The Performer will generate and deliver a System Design Document covering all tasks
which will include (but is not limited to) the physical designs, optical system designs,
hardware, parts lists and bill-of-materials, system interfaces, software architecture and
design (including source code with comments as developed and executable code),
simulators, algorithms, software tools, software libraries, test beds, interfaces, test fixtures,
testing and test results. All software will include a description of the runtime environment.
The system design document will include a test bed operations manual to assist third party
use of the test bed for signature testing and data collection.

The Performer will provide an interface control document (ICD) describing the data,
metadata formats and a CONOP document on how to interface with and use the collected
data in a computer-based application to facilitate third party, analytical use of the collected
data. The CONOP and ICD will also provide information on proper interfacing between
the test bed and an IT system in general, other than the Performer’s IT system.
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Major Milestones and Deliverables Summaries are shown in the following tables.

Table 3, Major Milestones and Deliverables Summary, Test Bed Prototype Design
Task 1.1.1 Base Period: Months 1-7

Milestone and Deliverable Date (Months ACA)

1 Kickoff Review, Project Schedule 1

2 System Concept Review 1

3 PDR 3

4 CDR 6

5 Specifications 6

6 System Design Document 6

7 CONOP 6

8 Interface Control Document 6

9 Annual Technical Report 7

10 Monthly Status Report Monthly
11 Quarterly Status Review Quarterly
12 Meeting Minutes Note 1
13 Presentations Note 2

Table 4, Major Milestones and Deliverables Summary, Test Bed Prototype Build and
Test (Optional Task 1.1.2, exercised at DHS S&T’s discretion)
Optional Task 1.1.2 Period: Months 7-13

Milestone and Deliverable

Kickoff Review, Project Schedule
Test Plan 7
Test Bed Demonstration 10
Signature, Metrics Review & Demonstration 12
Test bed signature data (for distribution) 13
Test Report 13
System Design Document 13
CONOP 13

Date (Months ACA)

[ERN

© 00 ~NO Ol WN

Interface Control Document 13
Annual Technical Report 13
Monthly Status Report Monthly
Quarterly Status Review Quarterly
Meeting Minutes Note 1
Presentations Note 2
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Table 5, Major Milestones and Deliverables Summary, Second Test Bed Fabrication,
Test and Delivery (Optional Task 1.1.3, to be exercised at DHS S&T’s discretion)

Option Task 1.1.3 Period: Months 13-24

Milestone and Deliverable Date (Months ACA)
Test Bed Prototype (delivery of copy) 15
Data Collection at Government at Selected Site 16-23
Test bed signature data (for distribution) 17-24
Test Report 24
Final Signature & Metrics Review 24

The anticipated period of performance (PoP) is 7 months base period with an optional task
1.1.2 period of performance of months 7-13 and an optional task 1.1.3 period of
performance of months 13-24. Given the nature of this work and importance to the DHS
S&T mission, proposed schedules for shorter periods of performance are encouraged with
supporting rationale, although not at the expense of accomplishing the program and task
objectives. The proposer may present long-lead items for optional tasks 1.1.2 and 1.1.3 at
the base period PDR or CDR. DHS S&T may exercise the respective option to procure the
long-lead item(s). Long-lead item proposed costs should be segregated in respective
optional task cost proposal.

The PoP will include a Government evaluation of technical reports, PDR, CDR, test plans
and other design documentation. This effort will conclude with a Final Metrics and
Performance review with delivery of the system provided by the Contractor(s). The
Performer will provide 3-days of training on the test bed along with a training manual.

The Government reserves the right to witness all Contractor-conducted test activities. The
Contractor(s) shall provide the Government at least one week written notice prior to
conducting the tests.

Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.

28



1.8.5.2 Task Area 2: Supporting Analytical Tasks

These tasks will advance information theoretic analysis of X-ray signature and clutter data,
analyze GFI collected stream-of-commerce bag data at airports using EDS/AT equipment,
develop and test classification algorithms on the collected data sets, provide automated
decision aid algorithms for TSA screening operations and apply adaptive, compressive
measurement techniques to EDS and AT architectural concepts. Offerors may propose on
any or all of the following tasks.

Task 2.1, Information theoretic analysis
Base Period: Months 1-18

The Performer will provide an information theoretic analysis of the EDS and AT system
data acquisition and classification approaches to determine the optimum or near optimally
minimum required number and/or types of signatures to achieve specified detection
performance in terms of ROC curves and based on improvised explosive threat classes and
clutter. DHS S&T will provide analogues lists with similar characteristics to improvised
explosive threat classes and at the Government option may provide actual improvised
explosive threat chemical compounds and characteristics. The Government will provide
representative data sets from airport stream-of-commerce equipment, EDS/AT equipment,
test bed prototypes and other sources. The data sets will include raw data including meta-
data. The data sets may be on the order of 100 terabytes. Interface and format
specifications will be provided at the post-award kick-off meeting.

Traditional EDS-CT utilizes two basic discriminating signatures; effective atomic number
and density of screened objects along with an object-image structural information vector.
The Performer’s analysis will consider supplementing the traditional approach with new
signature measurements as well as methods to increase clutter discrimination.

The analysis will utilize collected data sets (GFI) from airport EDS and AT equipment as
well as the test bed signature data sets (GFI) in support of this analysis. The analysis
should consider the improvised explosive threat classes and new additional signature
measurement techniques such as, but not limited to, various types of X-ray scatter
phenomena (coherent and non-coherent), coded apertures and phase measurements. The
analysis should recommend additional signatures for threats and clutter, the numbers and
types of detectors, trade-offs in compressive measurement approaches, define classification
approaches and evaluate ROC curve performance in the trade space. Based on stream-of-
commerce clutter, the analysis should in a statistical sense, predict the number and types of
signatures or other discriminates necessary to achieve specific performance points on a
ROC curve parameterized to the improvised explosive threat classes individually and as a
whole set across the traditional “effective atomic number” and “density” coordinate axes.

The Performer will develop the mathematical models and simulations and test them against
Performer-generated test vectors as well as collected data (GFI). DHS S&T will provide
feedback on performance against EDS and AT performance standards and metrics. The
mathematical models and simulations will be incorporated into a measurement strategy by
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the Performer to guide architectural development efforts by other performers selected by
DHS S&T on other tasks in this BAA.

The task output and final report should provide recommendations on system
architecture(s), signature discriminators along with the number of necessary mathematical
discriminators in regions of interest related to the improvised explosive threat list in
consideration of the stream-of-commerce clutter objects. The final analysis and report
should provide an estimate of the fundamental limits of detection performance with respect
to the signatures, stream of commerce clutter and ROC curves. The analysis and report
should provide a measurement strategy for equipment and roadmap for future
enhancements. The analysis and report should include future areas of system design and
architecture definition for X-ray screening systems applicable to checked baggage and
checkpoint (EDS and AT equipment) as well as short-term recommendations to deployed
EDS and AT systems. The analytical model and algorithms will be demonstrated and a
final Test Review will be held.

Upon passing test and evaluation scenarios and metrics, the algorithms and software will be
developed and refined to an adequate maturity level and incorporated into a software tool
kit deliverable that can be made available to third parties (for example equipment
developers) to support transition to TSA. The tool kit will include, but is not limited to,
algorithms, software, libraries, code, runtime environment definition, CONOP, interface
definitions and software design documentation to facilitate easy use by third parties.

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format.  Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to final testing.

The Performer will hold a System Concept Review, PDR and CDR. The Performer will
hold Interim and Final Signature and Performance Metrics Reviews and
Demonstrations. The review will include statistical analyses of system performance and
signature discrimination as well as real-time demonstrations confirming discrimination
goals.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. =~ DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.
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The Performer will present a project overview, scientific theory, experimental methods and
results at two industry days per year in Washington, DC. Each industry day event will
require attendance by the PI and key staff. Each industry day event duration is two days.

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.

The Performer will generate and deliver a System Design document covering all tasks in
the base period, which will include (but are not limited to) the physical designs, optical
system designs, hardware, parts lists, software (source code with comments as developed
and executable code), simulators, algorithms, software tools, software libraries, test beds,
interfaces, test fixtures, testing and test results. All software will include a description of
the runtime environment.

Major Milestones and Deliverables Summary are shown in the following table.
Table 6, Major Milestones and Deliverables Summary, Task 2.1, Information

Theoretic Analysis
Base Period: Months 1-18

Milestone and Deliverable Date (Months ACA)

1 Kickoff Review, Project Schedule <1

2 System Concept Review 1

3 Collection Plan Review (for airport collection) 2

4 PDR 5

5 Test plan submission 8

6 CDR 8

7 Interim Signature & Metrics Review 12

8 Final Signature & Metrics Review 18

9 Test Report 18

10 System Design Document 18

11 CONOP 18

12 Interface Control Document 18

] Final Technical Report 18

14 Software Tool Kit 18

15 Monthly Status Report Monthly
16 Quarterly Status Review Quarterly
17 Meeting Minutes Note 1
18 Presentations Note 2
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The PoP is up to 18 months. The Government may consider shorter or longer periods of
performance with adequate supporting rationale.

The PoP will include Government evaluation of technical reports, various reviews
including PDR, CDR, test plans and other design documentation. This effort will conclude
with the delivery of the Software Tool Kit and the final design document provided by the
Performer(s) to the Government.

The Government reserves the right to witness all Performer-conducted test activities. The
Performer shall provide the Government at least one week written notice prior to
conducting testing.

Task 2.2, Classification on Vendor Data Sets
Base Period: Months 1-15

EDS and AT equipment along with other advanced sensors employing compressive,
adaptive, scatter imaging measurements may benefit from application of advanced
inference and classification techniques to improve detection capability in terms of a false
alarm reduction, improved probability of detection and decision analytics for
Transportation Security Officers (TSOs).

In Phase 1, the Performer will develop advanced inference and classifications concepts and
algorithms applicable to current X-ray EDS and AT equipment to improve detection
capability in terms of false alarm reduction and improved probability of detection for
multiple improvised explosive threat classes and object types. The Performer will utilize
lessons learned from cooperative classification projects with vendors and apply them to
enhance future EDS and AT architectures in Phase 2.

The algorithms to be developed by The Performer may reside in several broad classes,
including, but not limited to: non-linear kernel-based supervised classifiers, semi-
supervised classifiers, active learning, concept drift, sensor management/multi-view, risk
minimization, and high-dimensional topological data analysis.

The Performer will review techniques and select a baseline approach or approaches. The
Performer will present the results along with the rationale at a System Concept Review and
at appropriate intervals provide design progress updates at PDRs, CDRs and Test Reviews
as the task progresses.

In Phase 1, (part one of this task), the Performer will use real data from vendor EDS or AT
equipment as solicited and approved by DHS S&T. The Performer will utilize real
equipment data sets to demonstrate and verify the inference and classification methods.
DHS S&T will provide a FedBizOps solicitation notice for potential participants/vendors to
submit White Papers of interest for collaboration on this task. The vendor collaboration
solicitation will be made by DHS S&T within 30 days of the post award kick-off from
contract award on this task. See Appendix F for an example solicitation.
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The Government will review and evaluate the White Paper responses from the solicitation
of the candidate proposers for collaboration on this task. Upon selection of the White Paper
offerors (EDS and AT vendors), engagement will be made with the Performer and
vendor(s) for collaboration initiation. The Performer and vendor will use a best effort to
reach agreement on the interface and sign mutual non-disclosure agreements as
appropriate. The vendor collaborator(s) are anticipated to provide data sets to the Performer
on this task. The Performer on this task will utilize the vendor data sets in performing the
work on this task.

For cost proposal purposes, the Performer should plan on one trip to each of an estimated
eight vendor sites resulting from the post-award solicitation, vendor engagement; four in
the Boston, Massachusetts area and four in the San Jose, California area. The Performer
will also accommodate up to eight vendors each, separately, for a 2-day overview on the
Performer’s algorithmic approach for the classification method introduction and to
establish proper interfaces to receive the data sets. The Performer will host individual 2-
day overviews at the Performer’s facility for each participant/vendor selected from the
future DHS S&T solicitation (and corresponding DHS S&T White Paper evaluation).

The Performer will develop the mathematical models and simulations and test them against
collected data (GFI) and known EDS and AT performance (provided by DHS S&T and the
vendor).

The Performer will hold a System Concept Review, PDR and CDR. The analytical model
will be demonstrated and a final Test Review will be held for each vendor.

The subsequent classification results by the Performer will be provided to the respective
vendors and upon approval from DHS S&T be presented at an industry day. Results of
individual collaborators or any proprietary data will not be disclosed, but presented in a
sanitized format.

Upon passing test and evaluation scenarios and metrics, the algorithms will be developed
and refined to an adequate TRL level (five or six) and incorporated into a software tool kit
deliverable that can be made available to third parties (for example equipment developers)
to support transition to TSA. The tool kit will include, but is not limited to, algorithms,
software, libraries, code, runtime environment definition, CONOP, interface definitions
and software design documentation to facilitate easy use by third parties.

In Phase 2, the Performer will apply lessons learned from Phase 1 and GFI received from
other tasks to develop techniques for the next generation systems.

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.
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A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format.  Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to testing.

The Performer will hold a System Concept Review, PDR and CDR. The Performer will
hold a Performance Metrics Review and Demonstration with each data set provided and
evaluated. The reviews will include statistical analysis of system performance in terms of
specificity of improvised explosive threat classes, sensitivity and discrimination in terms of
Receiver Operating Characteristic (ROC) curves.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.

The Performer will deliver the software algorithm tool kit with their CONOP and interface
control document to enable third party users to incorporate the tool kit for their own
purposes in transitioning EDS and AT systems to TSA.

The Performer will generate and deliver a System Design document covering all tasks in
the base period, which will include (but is not limited to) the physical designs, optical
system designs, hardware, parts lists, software (source code with comments as developed
and executable code), simulators, algorithms, software tools, software libraries, test beds,
interfaces, test fixtures, testing and test results. All software will include a description of
the runtime environment.

Major milestones and deliverables are summarized in the following table.
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Table 7, Major Milestones and Deliverables Summary, Task 2.2, Classification on
Vendor Data Sets
Base Period: Months 1-15

Milestone and Deliverable Date (Months ACA)

1 Kickoff Review, Project Schedule, SCR <1

2 PDR 2

3 CDR 5

4 Test plan submission 5

5 Classification test cases begin 7

6 Interim Classification & Metrics Review 10

7 Classification test cases end 14

8 Final Classification & Metrics Review 15

9 System Design Document 15

10 S/W Tool Kit 15

11 CONOP & ICD 15

12 Final Technical Report 15

13 Test Report 15

14 Monthly Status Report Monthly
15 Quarterly Status Review Quarterly
16 Meeting Minutes Note 1
17 Presentations Note 2

The anticipated period of performance is up to 15 months. The Government may consider
shorter or longer periods of performance with adequate supporting rationale.

The PoP will include a Government evaluation of technical reports, various reviews
including PDR, CDR, test plans and other design documentation. This effort will conclude
with the delivery of the Software Algorithm Tool Kit and the final design document
provided by the Performer(s) to the Government. The Government reserves the right to
witness all Performer-conducted test activities. The Performer(s) shall provide the
Government at least one week written notice prior to conducting testing.

Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.
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Task 2.3, Automated Decision Aids
Base Period: Months 1-17

Automatic threat detection and operator decision aids to support TSO human factors and
cognition aspects will be developed, and demonstrated. The Performer will survey and
develop advanced, automated machine learning algorithms to separate potential threat
objects from clutter in stream-of-commerce articles in checkpoint carry-on items and
checked baggage and alert the TSO.

Two-operational modes will be analyzed: 1) current EDS and AT systems as deployed to
achieve retrofit baseline improvement and 2) future architectures that will incorporate
adaptive sensing in the context of standalone EDS/AT systems and networked EDS/AT
systems with other sensors incorporating use of priors and risk-based screening policy.
The algorithmic architecture will include the analysis of, but not limited to, POMDP
(Partially Observable Markov Decision Process) and KECoM priors and their integration
into the automatic decision aids baseline. Alternatives other than POMDP and KECoM
priors are acceptable with rationale to meet the DHS enterprise goals.

The algorithmic architecture concepts will be developed and demonstrated in a simulation
model to guide the appropriate algorithm trade-offs and final baseline selection. Multiple
test scenarios will be run in the simulated environment and demonstrated with a
performance assessment in terms of but not limited to, ROC curve performance,
adaptability, use of priors and techniques supporting risk-based screening, feasibility for
implementation in current EDS and AT baselines as well as future architectures. The
Performer will develop a war gaming simulation platform and test vectors. Additionally
GFI and data will be provided representing EDS and AT systems supporting additional war
gaming scenarios.

The Performer will incorporate input from DHS S&T and TSA to model external detection
policy, particularly risk-based screening. The Performer will hold quarterly progress
reviews and perform testing to validate performance metrics achieved under various
scenarios. The Performer will provide a test plan for approval by DHS S&T and support
red-teaming by DHS on the simulation platform. The Performer will provide support for
six technical interchange meetings (TIMs) in Washington, DC with DHS S&T and TSA to
discuss and determine appropriate policy decisions inputs to the model. These TIMs are in
addition to other design reviews.

Upon passing test and evaluation scenarios and metrics, the algorithms will be developed
and refined to an adequate maturity level and incorporated into a software tool kit
deliverable that can be made available to third parties (for example equipment developers)
to support transition to TSA. The tool kit will include, but is not limited to, algorithms,
software, libraries, code, runtime environment definition, CONOP, interface definitions
and software design documentation to facilitate easy use by third parties.

Government Site Test and Evaluation (Option). Upon adequate performance with
Performer test vectors and GFI and at the Government’s discretion, a test and evaluation
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option may be exercised for additional testing at a Government selected test site (assume
TSL for the cost proposal). The Performer will support onsite testing of one month to
include installation, initial checkout and support of test and evaluation. Offerors are to
provide a separate cost proposal for this optional task.

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format.  Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to testing.

The Performer will hold a System Concept Review, PDR and CDR. The Performer will
hold a Performance Metrics Review and Demonstration with each data set provided and
evaluated. The reviews will include statistical analysis of system performance in terms of
automatic object discrimination in terms of Receiver Operating Characteristic (ROC)
curves.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.

The Performer will present a project overview, scientific theory, experimental methods and
results at two industry days per year in Washington, DC. Each industry day event will
require attendance by the Pl and key staff. Each industry day event duration is two days.

The Performer will generate and deliver a System Design document covering all tasks in
the base period, which will include (but is not limited to) IT system design, COTS
software, software developed (source code with comments as developed and executable
code), simulators, algorithms, software tools, software libraries, test beds, interfaces, test
fixtures, testing and test results. All software will include a description of the runtime
environment.

Major milestones and deliverables are summarized in the following table.
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Table 8, Major Milestones and Deliverables Summary, Task 2.3, Automated Decision
Aids
Base Period: Months 1-17

Milestone and Deliverable Date (Months ACA)

1 Kickoff Review, Project Schedule <1

2 Project Schedule <1

3 System Concept Review 3

4 PDR 6

5 CDR 9

6 Test Plan 9

7 Classification test cases begin 11

8 Interim Classification & Metrics Review 13

9 Government Site T&E (Option) 15
Performance Metrics Review 17
Test Report 12
S/W Tool Kit 17
CONOP & ICD 17
System Design Document 17
Technical Interchange Meetings (Red Team Support) Quarterly
Monthly Status Reports Monthly
Quarterly Status Review Quarterly
Meeting Minutes Note 1
Presentations Note 2
Annual Technical Report Annually

The anticipated period of performance is up to 17 months. The Government may consider
shorter or longer periods of performance with adequate supporting rationale.

The PoP will include a Government evaluation of technical reports, various reviews
including PDR, CDR, test plans and other design documentation. This effort will conclude
with the delivery of the Software Algorithm Tool Kit and the final design document
provided by the Performer(s) to the Government. The Government reserves the right to
witness all Performer-conducted test activities. The Performer(s) shall provide the
Government at least one week written notice prior to conducting testing.

Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.
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Task 2.4, Priors Library
Base Period: Months 1-18

Priors Library Development

The Performer will investigate compressive measurement techniques applicable to EDS
and AT systems in the context of KECoM priors'’. Compressive measurement focuses on
making relatively few information-rich measurements, rather than many information-poor
measurements; exploiting the prior knowledge that natural signals (e.g., images, chemical
spectra, etc.) are nearly always sparse/compressible in some domain (e.g., wavelets,
principal components, etc.).

In development of priors, the Performer will investigate and evaluate the X-ray modalities
used in EDS and AT equipment; GFI collected data sets from the equipment along with test
beds incorporating new emerging signatures techniques. Emerging signatures are to
include new additional signature measurement techniques such as, but not limited to,
various types of X-ray scatter phenomena (coherent and non-coherent), coded apertures
and phase measurements.  Other items to consider are: 1) optical path architectures
including innovative sources and detectors, numbers and types of sources and detectors and
2) traditional EDS-CT utilizing two basic discriminating signatures; effective atomic
number and density of screened objects complimented with an object-image structural
information vector for classification.

The Performer will develop mathematical approaches for incorporation of priors to provide
enhanced detection capability in terms of performance (improved ROC curves), throughput
and reduction of physical resources and possible system cost reduction. The results of the
analysis will be in a comprehensive trade-off study based on mathematical rigor, simulation
and modeling and to the extent possible validated with the GFI data sets.

The Performer should recommend a library of priors based on the detection modalities,
improvised explosive threats and stream-of-commerce clutter and other postulated or
notional information that may be available (or should be made available by the
Government with a convincing rationale). The prior library should be generated from a
perspective (a) signal classes, (b) task requirements, and (c) adaptation and their
incorporation into the measurement process. The operational benefit resulting from the
three classes of prior libraries shall be analyzed and predicted in terms of detection
capability (ROC curves) and enhanced throughput. The developed prior library, at the
option of DHS S&T, will be tested and evaluated in an X-ray scanner test bed, prototype or
vendor system to verify improvements from application of priors.

The Performer will also analyze and recommend approaches and strategies for dynamic,
real-time adaptive sensing in the context of the aviation security screening systems beyond
the EDS and AT system, extending to other security layers including, but not limited to,
sensors or detection equipment (AIT checkpoint portals for example), biometrics and other

7 Priors: From the DARPA KECoM program, priors should be generated or defined from a perspective (a)
signal classes, (b) task requirements, and (c) adaptation and their incorporation into the measurement process.
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external notional or postulated vectors to assist in enhanced classification of threat or no
threat. The Performer’s recommendations will address incorporation into EDS and AT
baselines for both short-term retrofit and development of future EDS and AT architectures.

Upon passing test and evaluation scenarios and metrics, the priors library and any
algorithms will be developed and refined to an adequate maturity level and incorporated
into a software tool kit deliverable that can be made available to third parties (for example
equipment developers) to support transition to TSA. The tool kit will include, but is not
limited to, algorithms, software, libraries, code, runtime environment definition, CONOP,
interface definitions and software design documentation to facilitate easy use by third
parties.

Government Site Test and Evaluation (Option). Upon adequate performance with
Performer test vectors and GFI and at the Government’s discretion, a test and evaluation
option may be exercised for additional testing at a Government selected test site (assume
TSL for the cost proposal). The Performer will support onsite testing of one month to
include installation, initial checkout and support of test and evaluation. Offerors are to
provide a separate cost proposal for this optional task.

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format.  Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to testing.

The Performer will hold a System Concept Review, PDR and CDR. The Performer will
hold Interim and Final Signature and Performance Metrics Reviews and
Demonstrations. The reviews will include statistical analysis of system performance in
terms of improved detection capability: specificity of improvised explosive threat classes,
sensitivity, classification, classification speed and discrimination in terms of Receiver
Operating Characteristic (ROC) curves.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. ~DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.

The Performer will present a project overview, scientific theory, experimental methods and
results at two industry days per year in Washington, DC. Each industry day event will
require attendance by the Pl and key staff. Each industry day event duration is two days.
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The Performer will generate and deliver a System Design document covering all tasks in
the base period, which will include (but is not limited to) IT systems used, COTS software,
software developed (source code with comments as developed and executable code),
simulators, algorithms, software tools, software libraries, test beds, interfaces, test fixtures,
testing and test results. All software will include a description of the runtime environment.
Major milestones and deliverables are summarized in the following table.

Table 9, Major Milestones and Deliverables Summary, Task 2.4, Priors Library
Base Period: Months 1-18

Milestone and Deliverable Date (Months ACA)
Kickoff Review, Project Schedule <1
System Concept Review 3
GFI- Test Data Provided 3
PDR 6
9
9

=

CDR
Test Plan
Test cases begin 10

© 0 N oot uo s~ WwWwdN

Interim Signatures and Performance Metrics Review 12
Government Site T&E (Option) 13
System Design Document 18
Final Signatures and Performance Metrics Review 16
S/W Tool Kit with Interface documentation 18
CONOP 18
Interface Control Document 18
Annual Technical Report 12,18
Test Report 18
Monthly Status Report 18
Quarterly Status Review Quarterly I
Meeting Minutes Note 1
Presentations Note 2

The anticipated period of performance is up to 18 months for this task area.  The
Government may consider shorter or longer periods of performance with adequate
supporting rationale.

The PoP will include a Government evaluation of technical reports, various reviews
including PDR, CDR, test plans and other design documentation. This effort will conclude
with the delivery of the Software Tool Kit and the final design document provided by the
Performer(s) to the Government.
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The Government reserves the right to witness all Performer-conducted test activities. The
Performer(s) shall provide the Government at least one week written notice prior to
conducting testing.

Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.

Task 2.5 Monte Carlo Model for X-ray Systems
Base Period: Months 1-15

The Performer will develop a software model(s) to support architecture development for
next generation EDS/AT systems. The model may also assist equipment developers in
modification of current baseline systems for near-term capability enhancement.

The main focus of the model (which could include a Monte Carlo driven model) is to
provide adequate fidelity for X-ray optical system design from source components through
detector array. Model parameterization should support various aperture types including
coded apertures and a small, limited set of objects placed in the beam path enabling
estimation of signal-to-noise at the detector under various scenarios representative of X-ray
scatter phenomena. Parameterization should include but is not limited to source
characteristics, source spectrum, FOV, beam type, object placement and detector
characteristics including spectral response. As a minimum, the model should support TSA
standards for tunnel sizes. The model will provide a graphical user interface to facilitate
model parameter changes in support of analytical and engineering trade-offs. In
development of the model and software, commercial standards will be utilized to the extent
possible for software applications and interfaces.

The performer will hold a system concept review that will provide the model technical
concept and approach as well as specifications of the model and envisioned computer
operating environment. During the progression of the task, the performer will hold a SCR,
PDR and CDR and provide a test plan (for approval by DHS S&T). Testing will be used to
validate the model’s robustness and fidelity for the intended applications. The test plan
will address validation in the simulated environment as well as validation with X-ray
equipment.

In Phase 1, (part one of this task), the Performer will develop and test the model in a

simulated environment. In Phase 2 of this task, the Performer will parameterize the
software model to represent vendor EDS or AT equipment, evaluate and adjust the model
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as appropriate to obtain reasonable fidelity with respect to the specific EDS and/or AT
equipment with scanned test articles and materials.

In order to gain access to EDS or AT equipment baselines and vendor expertise in support
of this task, DHS S&T will provide a FedBizOps solicitation notice for potential
participants/vendors to submit White Papers of interest for collaboration with the
Performer. The vendor collaboration solicitation will be made by DHS S&T within 30 days
of the post award kick-off from contract award on this task, analogous to an example
solicitation used for a cooperative classification activity shown in Appendix F, which will
be modified appropriately reflecting the scope of this optional modeling task.

The Government will review and evaluate the White Paper responses from the solicitation
of the candidate proposers for collaboration on this task. Upon selection of the White Paper
offerors (qualified platform vendors such as EDS and AT equipment manufacturers),
engagement will be made with the Performer and vendor(s) for collaboration initiation. The
Performer and vendor will use a best effort to reach agreement on the work plan, interfaces
and sign mutual non-disclosure agreements as appropriate. The vendor collaborator(s) are
anticipated to provide data to the Performer on this task in order to assist the Performer in
development of the model architecture and features. The Performer on this task will utilize
the vendor provided data in performing the model development.

The Performer will host individual 1-day overviews at the Performer’s facility for each
participant/vendor selected from the future DHS S&T solicitation (and corresponding DHS
S&T White Paper evaluation). The Performer will accommodate up to six vendors each,
separately, for the 1-day overviews to cover the Performer’s model architecture approach,
to understand any unique vendor goals and requirements and to establish proper methods to
exchange information on the task.

The Performer will test the model against GFE test materials and GFE test articles. The
Performer will also compare the model results with the respective vendors’ equipment
using scanned GFE test materials and GFE test articles. The results will be provided in a
test report.

The subsequent test results by the Performer will be provided to the respective vendors and
upon approval from DHS S&T be presented at an industry day. Results of individual
collaborators will not be disclosed or any proprietary data from participants, but presented
in a sanitized format.

Upon passing test and evaluation scenarios and metrics, the model will be developed and
refined to an adequate TRL level (five or six) and incorporated into a software tool kit
deliverable that can be made available to third parties (for example equipment developers).
The tool kit will include, but is not limited to, algorithms, software, libraries, code, runtime
environment definition, CONOP, interface definitions and software design documentation
to facilitate easy use by third parties.
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Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format.  Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

A test plan and separate test report will also be provided for each testing activity. The test
plan will be submitted to DHS S&T for approval prior to testing. The model will be
demonstrated and a final Test Review will be held for each vendor collaboration.

The Performer will hold a System Concept Review, PDR and CDR. The Performer will
hold a Performance Metrics Review and Demonstration with each model developed (per
collaborator) and evaluated. The reviews will include statistical analysis of system
performance in terms of known materials and test articles and also include a comparison of
the model with the respective vendor EDS and AT equipment performance on GFE test
articles and materials.

Reviews will be attended by the Performer and key team member staff, DHS S&T program
managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. = DHS S&T
anticipates attendance by other awardees on this targeted BAA at reviews.

The Performer will deliver the software model tool kit with their CONOP and interface
control document to enable users to incorporate the tool kit for their own purposes in
development of X-ray systems for acquisition by TSA.

The Performer will generate and deliver a System Design document covering all tasks in
the base period, which will include (but is not limited to) the physical designs, optical
system designs, hardware, parts lists, software (source code with comments as developed
and executable code), simulators, algorithms, software tools, software libraries, test beds,
interfaces, test fixtures, testing and test results. All software will include a description of
the runtime environment.

Major milestones and deliverables are summarized in the following table.
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Table 10, Major Milestones and Deliverables Summary, Task 2.5, Monte Carlo Model
for X-ray Systems
Base Period: Months 1-15

Milestone and Deliverable Date (Months ACA)

1 Kickoff Review, Project Schedule, SCR <1

2 PDR 2

3 CDR 5

4 Test plan submission 5

5 Test cases begin 7

6 Interim Model Metrics Review 10

7 Test cases end 14

8 Final Model Metrics Review 15

9 System Design Document 15

10 S/W Tool Kit 15

11 CONOP & ICD 15

12 Final Technical Report 15

13 Test Report 15

14 Monthly Status Report Monthly
15 Quarterly Status Review Quarterly
16 Meeting Minutes Note 1
17 Presentations Note 2

The anticipated period of performance is up to 15 months. The Government may consider
shorter or longer periods of performance with adequate supporting rationale.

The PoP will include a Government evaluation of technical reports, various reviews
including PDR, CDR, test plans and other design documentation. This effort will conclude
with the delivery of the Software Tool Kit and the final design document provided by the
Performer(s) to the Government. The Government reserves the right to witness all
Performer-conducted test activities. The Performer(s) shall provide the Government at least
one week written notice prior to conducting testing.

Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.
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1.8.5.3 Task Area 3: Test and Evaluation Support

Note an organization that submits a proposal on task 3.2 is not permitted to propose on
other tasks or propose as a subcontractor to an organization submitting a proposal on
other tasks. Proposers on other tasks in this BAA may not be a proposer or subcontractor
to an organization proposing on task 3.2.

Task 3.1 Current EDS/AT platform detection assessment

Task 3.1.1 System Testing
Base Period: Months 1-14

This task will begin with an assessment of EDS and AT system performance against a
range of TSA explosive threat classes at a Government selected test site. The assessment
will be performed and supported by the EDS/AT equipment manufacturer as the Performer.

The Performer will develop a plan to assess performance against the TSA tiered improvised
explosive threat detection standard. The Performer will prepare a test plan for submission
and approval by DHS S&T prior to testing. The plan will recommend a Performer’s
certified platform (or near certified platform) and include the Performer’s support at a DHS
S&T selected site. Testing will be coordinated by an independent test organization with
joint participation by the Performer.

The core objective is to determine performance against improvised explosive threat classes
with test articles and bags including varying stream-of-commerce clutter and complexity.
Testing will explore multiple performance areas in terms of false alarm rates and
probability of detection over multiple test scenarios and include collection and archiving of
signature data. Two areas of specific exploration are described in subtask 1 and 2 below.

The test site will be chosen by DHS S&T having the capability to handle threat weight
quantities of conventional and emerging threat materials. Some materials have been
previously tested to characterize checked bag and check point performance and some have
not. There will be two separate testing periods of up to 60 days each per the milestone
schedule shown in Table 11. The test site, periods and durations are subject to change at
the discretion of DHS S&T.

The Performer will ship the selected platform (after DHS S&T approval) to the test facility,
unpack, install and perform initial operational set-up. The performer will provide support
during the DT&E periods. If applicable after the first testing period, the Performer may
incorporate minor equipment changes for collection of additional data at a second test
period. For performers working on Subtask 1 and 2 below, a second test period may or
may not be warranted.

The collected signature data and test results will be provided to the Performer and DHS
S&T by the test organization after completion of each testing window. Within 30-days
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after the testing is completed the Performer will hold a Test Review and provide an
assessment of the testing results along with possible areas and techniques for improvement.

Upon completion of testing for both test window periods, the Performer will pack and ship
the equipment to a Performer’s location of choice within 20 days. If a performer chooses
to utilize only one test period, the equipment shall be packed and shipped after that one
period.

Specific objectives of this task are as follows to explore and assess detection capability
trade space for EDS and AT equipment. The paths forward may include: 1. short-term
solutions for software/algorithm retro-fit of deployed systems; 2. modified hardware
baseline for existing deployed systems; and/or 3. incorporation of trade study learning into
the architecture design baseline as a de-novo system. However, note the architectural view
analysis is a small, limited scope effort and is not to develop a fully detailed de-novo
architecture as requested in Task Area 5.

For short-term solutions, the goal is applying either algorithmic techniques or simple
equipment modifications that enable significant reduction of false alarm rates against
detection standards and reduced threat mass. The test and evaluation objectives for each
subtask are outlined below.

Subtask 1. Trade Study for existing qualified checked point and carryon X-ray
scanners.
Determine the available trade space within an existing hardware platform (EDS or AT) for
false alarms, expanded threat region of responsibility, and threat mass reduction. Goals for
improvement are below:

a. False alarm reduction of 50%

b. Expand threat region of responsibilities and assess detection/false alarm
capability

c. Threat mass reduction of 30% and corresponding detection/false alarm
capability

Subtask 2. Expanded threat class assessment beyond certification standard.

Assess the existing hardware platform detection capability for new threat materials that fall
within the detection capability of deployed equipment but have not as yet been part of the
current TSA detection standard. @ DHS will provide these materials and their
characterization. The objective is to evaluate detection and false alarm performance along
with various threat mass scenarios. These materials are described generally below in 3.1.2
subsection d. “Key Threat Materials.”

The subtasks 1 and 2 may be proposed individually. Any subtask proposed should be
priced separately. As a goal, the duration of these subtasks are 12 months after contract
award. A trade-space matrix of the approach and results is a deliverable for both subtasks
and address Pfa, Pdet and threat mass. The subtask deliverable will also include a
presentation of a notional architectural view illustrating method(s) for incorporation of
suggested changes along with the business case.
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Task 3.1.2 Test Bed Prototype Experiments (Optional Task)

Optional Period, (task start and duration proposed by offeror).

After testing during test window one, the Performer will analyze the test results and
generate architectural designs for algorithms and/or hardware subsystems with limited
prototyping as appropriate that address the key technical areas for improvement. The
Performer will provide the system platform for a second window of testing and prototyping
as practical.

The Performer may also incorporate additional signature discriminating techniques into a
GFE test bed prototype (a description of the test bed is in Appendix G).

The Performer will provide a test and evaluation report of the results for each testing period
along with recommended paths forward to mitigate any areas of weakness and suggest
future architectural changes. Test reports are due 30 days after test completion. Other
results, findings and analysis from this task are to be provided in the form of design
reviews, demonstrations and incorporation into reports. Offerors are to provide a separate
cost proposal for this optional task.

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award kick-off review will be held within 30 days of the contract award. A project
schedule will be provided at the kick-off in Microsoft Project format. Quarterly project
status reviews will be held alternating between DHS S&T in Washington, DC and the
Performer’s site.

The Performer will hold a Test Readiness Review prior to testing at test window one and
test window two. A system design review will be held to review any system baseline
changes or experimental testing concepts a minimum of 30 days prior to testing. A
Signature and Performance Metrics Review and Demonstration will be held. The PDR and
CDR guidelines are in Appendix E and can be tailored based on applicability.

A test plan and test report will also be generated for each DT&E period. The test plan will
be submitted to DHS S&T for approval prior to final testing.

The Signature and Performance Metrics Review and Demonstration is a critical Task
milestone. The review will include statistical analysis of system performance and signature
discrimination as well as real-time demonstrations confirming system performance. Test
and evaluation results will be documented in a Test Report.

Reviews will be attended by the Performer and key team member staff, DHS S&T program

managers and staff, along with DHS S&T selected external reviewers or consultants
consisting of Government and non-government individuals as appropriate. = DHS S&T

48



anticipates attendance by other awardees on this targeted BAA at reviews as appropriate
and IAW with NDAs and measures to protect all performers’ intellectual property and
competition sensitive information. Presentations may be sanitized of competition sensitive
information when reviewed with other performers.

The Performer will generate and deliver a System Design Document covering all tasks
which will include (but is not limited to) the physical designs, optical system designs,
hardware, parts lists, system interfaces, software architecture and design (including source
code with comments as developed and executable code), simulators, algorithms, software
tools, software libraries, test beds, interfaces, test fixtures, testing and test results. All
software will include a description of the runtime environment.

Specifications and descriptions of the components for prototyping and algorithm
enhancements setup will be included along with block diagram of the system and a
description of the operating characteristics will be provided.

Additional detailed description of key milestones and deliverables follows.

a. Industry Day Presentations
The scientific theory, experimental methods and results showing the inherent
capability of the measurement technique and method will be presented at an
Industry Day in Washington, DC. Two industry days per year shall be required.
Each industry day event will require attendance by key staff and Pls and cover two
days of presentation activity with multiple performers and DHS staff.

b. Signature Testing, Demonstration and Metric Review
Full size test bags and test articles will be prepared by the government with target
materials of interest along with background clutter and other innocuous materials.
The performer will analyze the bag contents with the experimental test setup and
demonstrate the ability to find and characterize the target material within the test
bag. The Government will supply test articles that progress from simple
compounds to more complex test articles with extensive clutter along with threat
analogs or simulants to verify performance and detection capability. The Performer
may also provide test articles and methods independent of Government provided
articles. Detection performance will be demonstrated in terms of ROC curves and
other appropriate detection and classification evaluation techniques. A Test Plan
and Test Report will be generated as two deliverables.

c. System Reviews and Reports

The detection threat list, provided by the Government, will consist of analogs,
stimulants, precursors, and test articles, which will increase in complexity as the
project progresses.

d. Key Threat Materials

The goal is enhanced detection with reduced false alarm rates for improvised
explosive threats with the following characteristics:
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o Improvised explosive threats in various physical forms (i.e. powders,
liquids, slurries, and solids)

o Improvised explosive threats with large bulk form factors

o Improvised explosive threats with small form-factors (i.e. thin dimensions
and large aspect ratios (sheets)

0 Chlorate mixtures

0 Hydrogen peroxide (HP) with various fuel concentrations

Major Milestones and Deliverables Summary are shown in the following table.

Table 11, Major Milestones and Deliverables Summary, Task 3.1.1 System Testing
Base Period: Months 1-14
Milestone and Deliverable
Kickoff Review, Project Schedule
Test Readiness Review 1
Test Plan 1
Test Window 1 3
Signature, Metrics Review & Demonstration 6

-

7

Date (Months ACA)

=

Test Report (initial analysis)

Systemn Design Review (for test window 2)

Test Window 2 10
Signature, Metrics Review & Demonstration 13
Test Report (recommendations) 13
System Design Document 14
Final Technical Report 14
Monthly Status Report Monthly
Quarterly Status Review Quarterly
Meeting Minutes Note 1
Presentations Note 2
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The anticipated period of performance (PoP) is 14 months for the Task 3.1.1 base period
with an option period of up to 6 months for optional Task 3.1.2 Test Bed Prototype
Experiments. Given the nature of this work and importance to the DHS S&T mission,
proposed schedules for shorter periods of performance are encouraged with supporting
rationale, although not at the expense of accomplishing the program and task objectives.

The PoP will include a Government evaluation of technical reports, PDR, CDR, test plans
and other design documentation. This effort will conclude with a Final Signature Metrics
and Performance review. The Government reserves the right to witness all Performer-
conducted test activities. The Performer(s) shall provide the Government at least one week
written notice prior to conducting testing.
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Note 1: Presentations

The Performer shall prepare and submit an agenda two weeks prior to a scheduled review.
The Performer shall prepare and submit a draft set of Presentation Charts one week prior to
a scheduled review. Final charts as presented are due on CD/DVD at the beginning of the
review meeting and any updates from the review are due within 5 days.

Note 2: Meeting Minutes

The Performer shall submit meeting minutes within 5 days after each meeting or review
held by the Performer in support of this effort covering a summary of major points of
discussion, action item assignment as agreed in the meeting and a list of attendees.

Task 3.2 Test Articles
Base Period: Months 1-18

The Performer will design, build and deliver various test materials and test articles as
described below in support (and in support of other tasks in this BAA).

An ultimate goal is providing test articles to the DHS enterprise and supply chain that can
reduce the time and cost of deployment for delivering new detection capability to TSA.
The test articles should enable EDS and AT equipment developers (and third party
algorithm developers) to perform extensive onsite DT&E, exercising trade-offs in
acquisition hardware and algorithm development to reach certification readiness testing (or
near-CRT and certification levels) prior to formal Government IT&E.

The delivered test articles will be used for demonstration and validation of signature
discrimination technology in multiple test and evaluation scenarios. The test articles and
materials will support the creation of a signature library, tests for reduction of material
artifacts in X-ray scanners and to demonstrate threat-clutter discrimination algorithms in X-
ray scanners.

The test articles should provide a means for extensive developmental testing of EDS and
AT equipment subsystems including hardware acquisition systems as well as post-
acquisition software and data processing (e.g. algorithms including threat detection).

The test article design requirements and concepts shall consider traditional EDS
measurements utilizing two basic discriminating signatures; effective atomic number and
density of screened objects complimented by an object-image structural information vector
for classification.

The test article design requirements and concepts shall consider the new types of signature
measurements that will include, but are not limited to, multiple X-ray scatter phenomena to
include coherent and non-coherent, as well as phase measurements of objects.

The test articles shall support simple signature testing and scale-up in a modular,

configurable manner to complex stream-of-commerce testing for robust DT&E testing
phases. The test articles shall permit the addition of various types of clutter objects typical
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of stream-of-commerce items and include simple and complex threat mixtures to include
analogs and improvised explosive threats. The test articles shall accommodate or emulate
multiple container types found in stream-of-commerce that may be used to contain threats
or common benign items.

The test articles will permit various types of test materials to be used in simple individual
signature tests or for more complex tests where the test materials may be grouped together
such that the X-rays penetrate multiple objects with varying amounts of overlap shadow.
All of the test articles should support reproducible, stable measurements. The test bags and
articles will be consistent with stream-of-commerce sizes that permit easy placement (re-
configuration) of threats, threat analogs and typical clutter items and objects.

A minimal number of test article versions are desired that will support EDS and AT testing.
The test article reconfiguration should provide the equivalent representation of up to 2000
stream-of-commerce bags.

The test articles developed on this task will be used to develop a signature library and
perform DT&E on new X-ray based prototypes and test beds by end users selected by DHS
S&T as well as EDS and AT vendors at their facilities.

The Performer will design and build the following types of test articles subject to final
approval by DHS S&T at a design review:

1) Three general purpose bag types representative of checked baggage; small, mid-
sized, and large per TSA checked baggage standards. These will be used to support
formal DT&E of acquisition EDS and AT system hardware and algorithms scaling
from low to high complexity in terms of clutter and improvised explosive threats.

2) Three bag types representative of AT check point carry-on items; two carry-on
roller bags, one leather brief case.

3) Two specific types of fixtures for holding chemical compounds to enable signature
testing of multiple types of chemicals and clutter objects in a carousel arrangement.
The fixtures should enable holding of 10 small-scale compounds in a vial or similar
arrangement, on the order of 50 mL.

4) Gold Standard test bags, 2 versions. This test bag will become a standard for
signature measurement at multiple geographic sites, with multiple performers and
serve to fully exercise test bed prototypes, EDS and AT equipment. The gold
standard test bags will permit comparative analysis of measurements performed on
different equipment and at different sites by different vendors and organizations.

The design and manufacturing approach must permit stable, repeatable experiments over
time, location and equipment types. One version will be delivered to performer/developers
and one version will be for Government validation of metrics and performance in “blind
testing.” The versions for blind testing must have tamper-proof mechanisms to prevent
opening by unauthorized users.
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A modular design approach is desirable to permit easy, quick periodic changing of internal
objects, placement and types of materials along with varying degrees of threat-clutter
complexity. The test articles should permit excursion testing and verify “the system-under-
test” optical system design performance including dynamic range/energy levels associated
with EDS/AT equipment across the traditional density, effective atomic coordinate ranges
reflecting stream-of-commerce along with the data collection/acquisition and processing
subsystems.

The Performer will hold a System Concept Review, PDR and CDR and present the test bag
concepts and detailed designs prior to manufacture along with specifications and drawings.
Approval by DHS S&T will be required prior to manufacture as a CDR milestone.

Quantities and types will be delivered per Table 12. Assume delivery is to TSL.

Table 12, Test Article Versions, Types and Quantities

Test Article Versions Quantity Total Quantity
(to users) (all versions)
1 General Purpose Checked Baggage 3 12 36
Test Bags
2 General Purpose Check Point 3 12 36
Carry-on Items
3 Carousel, Chemical Compounds 2 12 24
4 Gold Standard Test Bags
a) Checked Baggage (EDS) 2 12 24
b) Check Point (AT) 2 12 24
Total 144

Documentation, demonstrations and reviews

The Performer will provide DHS S&T with monthly status reports on all project tasks and
activities, highlighting results, challenges, opportunities, issues and risks. An annual
technical report will be provided to DHS S&T covering all technical aspects of the project.

A post-award Kkick-off review will be held within 30 days of the contract award. A project
